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Let us help you Build a Better IT™

HelpSystems Data
Security Suite

www.helpsystems.com



Creating a simpler, smarter, and more
powerful IT. Let’s move forward.
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Who We Serve: Government
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Adhere to
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Regulations '

Protect ﬁ
High-value Data Cy

Reduce Risk [ ]
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Data Security
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Protection

Improve Business
Efficiency

Securely
Collaborate
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Understand
What data do | have?

Data Classification

HelpSystems Data Security

Q

Govern

How can | control it
and keep it secure?

Adaptive Data Loss
Prevention & Endpoint

Protect

How can | share
it risk-free?

Secure MFT & ICAP
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How it Works

Data Classification

Adaptive Data Loss
Prevention & Endpoint
© Secure MFT & ICAP
8 Digital Rights
> Management
.
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NIAP-CCEVS Certification

The NIAP Common Criteria Evaluation and
Validation Scheme (otherwise known as
Common Criteria) sets forth rigorous security
requirements for its Product Compliant List.

HelpSystems is currently in evaluation. 9 Common Criteria

Certification will prove our ability to meet data
transport security requirements of the federal
government.

- This certification is expected in early 2021.
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GoAnywhere Managed File Transfer

» Allows organizations to simplify, integrate Clearenitt SECURE ICAP Gateway
a n d m Ove d ata a nyW h e re’ S e C u re Iy a n d + Deep Content Inspection (' « Data Loss Prevention
O

» Adaptive Redaction « Regulatory Compliance

across all environments and applications s i e - i

» Centralized, enterprise-level solution that <t
provides critical encryption and automation A =
to help organizations secure sensitive data N—— M L =

and meet auditor and security requirements (] R wAaa
L=} GOANYWHERE Auitlog & Reports

. Web Browser. Managed File Transfer N\
» Combines secure, automated workflows et /9\
with deep content analysis and @

Ad a pt i Ve D L P Co nt ro | S FTP File Systems Web Servers Database Applications Email & SMS

E@M

SFTP.SCP.FTPS.FTP  Windows, Linux, Unix.  A52,HTP.HTTPS.  SQL.Server.  Scripts.Programs.  SMTP. POP3. IMAP
AIX.IFS, Solaris, UNC,  Web Services MySGL. DB2. Commands.MQ,  SMS (text messages)
Amazon S3, WebDAV... Oracle, PostgreSQL, SNMP
Sybase, Informix
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HelpSystems Data Classification

» Know your data and its value
» Accelerates the adoption of data protection
» Allows organizations to detect and identify sensitive
data as it is being created and shared
» Reduces barrier to implementation

» Uses several detection methodologies including
multiple types of machine learning

» Implement a best practice approach to data
classification in order to

» Reduce user error
» Reduce user friction

Classification: Restricted
Mortgage Loan Agreement Draft

Morgage 0 VA X USDA/Rural Housing Service
Apphedior. 0 FHA O Cenventional O Other (explain)

Uniferm Mortgage Loan Application.docx Proper...

General Summary Statistics Contents Custom

Mame: Classification Modify
Checked by ~
Date completed
Department Gwn ORent _No. Yrs,
Destination
Disposition A
from Fresent Address.
Type: Text
Own ORent _No. Yre.
-
Properties: Name Valug Type —
TitusGUID  cad6SccB-e... Text
Retention  2029-11-01 Text
t_dass_4 Text [V————
ContainsPI  Yes Text
ShareCo... Mo Text
OK I ‘ Cancel

heIp‘)%ystems



Clearswift Adaptive Data Loss Prevention

» Protect your organization and sensitive data
» Stop known threats

» Remove risks (e.g., active content, exploits within image files, PIl, PCI, etc.) without blocking
legitimate business communication

» Encrypt critical information
» Extend DLP and compliance policies to scanned documents and images

» Minimize disruption

» Remove the risk without blocking legitimate business traffic @
. . - o
» Reduce management overheads associated with false positives
» Faster Return on Investment
» Solutions are effective from day one Q
UpAY©

help%ystems



Data Security Use Case: Defense

» Scenario: Defense contractor needs to share large files with a variety of suppliers

» Requirements:

» Ensure files containing ITAR information are only shared with suppliers who are approved to
receive this content

» Move away from error-prone, manual data classification processes
» Solution: HelpSystems Data Security

» Outcomes:

» Combined solution provides a comprehensive audit trail for compliance
Data Classification labels all ITAR-related documents

Adaptive-Data Loss Prevention inspects content to ensure ITAR-classified documents are only
transferred to approved ITAR suppliers

Secure Managed File Transfer provides a convenient, secure method to transfer large files

Digital Rights Management applies encryption and access control policies to files, which are
enforced both inside and outside the organization

» Files are transferred securely and prevented from being sent to unauthorized recipients .
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How to get in touch:

Email me at chris.wilson@helpsystems.com

You can also learn more about our portfolio
or contact us at www.helpsystems.com
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