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General	Data	Protection	Regulation
What	it	is,	why	it	matters,	and	how	to	prepare	for	it



The	new	EU	General	Data	
Protection	Regulation	(GDPR)	is	
effective	May	25,	2018.
This	regulation	succeeds	the	
Data	Protection	Directive,	a	
two-decade	old	directive.
The	GDPR	strives	to	protect	the	
processing	and	storing	of	EU	
citizens’	personal	data.
With	less	than	3	months	to	go,	
organizations	worldwide	need	
to	prepare	for	compliance	or	
face	severe	fines	and	penalties.

Introduction



Purpose:	To	protect	EU	citizens’	personal	data	and	define	how	organizations	
process,	store,	and	destroy	data	when	it	is	no	longer	required.

This	includes	transfers	of	your	data	between	EU	and	non-EU	locations.
The	GDPR	governs	what	happens	if	access	to	personal	data	is	breached.	
Organizations	will	suffer	consequences	(fines)	following	a	data	breach.

What	is	the	GDPR?



The	GDPR	applies	to:
Any	controller	or	processor	
established	in	the	EU	that	
processes	personal	data.
Any	non-EU	controller	or	
processor	offering	goods	and	
services	to	EU	data	subjects.
Any	non-EU	controller	or	
processor	monitoring	the	
behavior of	EU	data	subjects.

Who	does	the	GDPR	apply	to?

IF	YOUR	COMPANY	DOES	BUSINESS	IN	EU	
COUNTRIES,	THIS	APPLIES	TO	YOU!



Preparing	for	the	GDPR
Know	the	8	Rights	of	GDPR

01

02 03

04

RIGHT	TO	BE
INFORMED

RIGHT	TO
ACCESS

RIGHT	TO
RECTIFICATION

RIGHT	TO
ERASURE

Provide	transparency
within	your	business	
over	how	personal	
data	is	used,	stored,	

and	protected
Provide	access	to	
your	data,	how	it	
is	used,	and	any	
supplemental	

data	that	may	be	
used	alongside	

your	data

Rectify	any	
personal	data	if	
it	is	incorrect	or	
incomplete

Remove	personal	
data	where	there	
is	no	compelling	
reason	to	store	it



05

06 07

08

RIGHT	TO
RESTRICTION

OF	PROCESSING

RIGHT	
TO	DATA

PORTABILITY

RIGHT	TO	
OBJECT	TO	
PROCESSING

RIGHT	TO	NOT
BE	SUBJECT	TO
AUTOMATED
DECISION	
MAKINGEnable	data	to	

be	stored	but	not	
processed

Provide	copies	
of	stored	

information/data	
to	the	data	
subject

Comply	with	the	
request	to	stop	
processing	or	not	
process	data

Comply	with	the	
request	to	not	have	
automated	decisions	
made	about	a	data	

subject’s	personal	data

Preparing	for	the	GDPR
Know	the	8	Rights	of	GDPR



Preparing	for	the	GDPR
Steps	for	Your	Compliance	Journey

STEP	01

STEP	02

STEP	03

STEP	04

STEP	05
Identify	what	

data	you	use	and	
retain

Create	a	GDPR	
responsibility	
framework

Update	and	review	
policies	and	
procedures

Embrace	the	GDPR	
and	make	it	a	part	
of	your	processes	
and	decisions

Prepare	for	the	
possibility	of	a	data	

breach



Implications	and	Non-Compliance

Penalties	(Fines)
Up	to	€10M	(or	2%	of	total	worldwide	turnover)
Up	to	€20M	(or	4%	of	total	worldwide	turnover)
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Managed	File	Transfer
GoAnywhere	MFT	and	the	GDPR



What	is	Managed	File	Transfer?

MFT	is	a	type	of	secure	file	transfer	software.
It	encompasses	all	aspects	of	inbound	and	outbound	file	transfers.
Files	are	encrypted	in	motion	and	at	rest	using	industry-standard	
network	protocols.
“Managed”	refers	to	how	the	solution	automates	and	transfers	
data	across	your	organization,	network,	systems,	and	other	
environments	with	ease.



Basic	MFT	Overview



GoAnywhere	MFT	will	secure,	automate,	and	audit	your	file	transfers	to	assist	in	
meeting	several	key	GDPR	principles,	specifically:
Securing	the	transmission	of	personal	data	through	encryption
Performing	integrity	checks	of	successful	file	transfers	to	protect	accuracy
Demonstrating	GDPR	compliance	with	audit	trails	and	reporting	for	every	transfer

GoAnywhere	MFT	and	GDPR	Compliance



Articles	5.1(e),	5.2
You	must	process	personal	data	in	a	way	that	
ensures	appropriate	security.

Articles	7,	8
Individuals	must	give	consent	to	have	their	
personal	data	collected/used.	Consent	must	
be	separate	from	other	written	agreements.

Articles	15,	20
EU	citizens	may	request	a	copy	of	data/request	
to	transfer	data	from	company	to	company.

Article	25
Organizations	must	be	able	to	provide
a	reasonable	level	of	data	protection
and	privacy.

GoAnywhere MFT	and	GDPR	Compliance
Using	GoAnywhere to	Meet	Requirements

GoAnywhere MFT	can	help	organizations	address	the	following	requirements:



Article	30
Maintain	records	of	processing	activities,	
including	type	of	data	processed	and	purposes	
for	why	it’s	used.

Article	32
Controller/processor	shall	implement	
appropriate	technical/organizational	measures	to	
ensure	a	level	of	security	appropriate	to	the	risk.

Articles	39.1(b),	39.2
A	Data	Protection	Officer	shall	be	able	to	monitor	
compliance	with	GDPR.

GoAnywhere MFT	and	GDPR	Compliance
Using	GoAnywhere to	Meet	Requirements

GoAnywhere MFT	can	help	organizations	address	the	following	requirements:



Implementing	an	MFT	solution	like	GoAnywhere
MFT	can	help	you	achieve	GDPR	compliance:

Encryption	technologies	like	PGP,	SSH/SSL,	and	AES	256-bit	
encrypted	folders	helps	you	remain	in	control	of	data.
Use	Secure	Forms	to	collect	consent	forms.	Submission	
history	is	logged	for	auditing	and	reports.
User	roles	allow	the	administrator	to	limit	who	can	view
or	process	information	in	your	organization.
Comprehensive	audit	logs	track	all	file	transfer	and	
administrator	activity.	You	can	schedule	and	report
on	these.
Encryption	key	management,	among	other
encryption	technologies,	will	help	you	implement	a
solid	security	strategy.
Use	Admin	Roles to	give	a	Data	Protection	Officer	access	
to	whatever	they	need	to	monitor	or	review.

The	Benefits	of	Using	MFT
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Question	&	Answer



New	to	GoAnywhere?	Download	our	free	30-day	trial	at	
www.goanywhere.com/trial.	

Contact	us	with	any	questions!	
goanywhere.sales@helpsystems.com
Toll-free	1-800-949-4696
Direct	(402)	944-4242

Thank	you	for	joining	us!


