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Who Has to Comply with PCI DSS 3.2 and 3.2.1?

Implications for Managed File Transfer Solutions
If you work for any organization that processes credit or debit cards,
you’ve already faced the pressure to achieve and maintain PCI DSS
compliance. The Payment Card Industry Data Security Standard (PCI
DSS) is a proprietary information security standard for organizations
that process credit or debit cards.

Anyone processing cardholder data should be paying attention to
PCI DSS compliance. However, not every PCI DSS requirement applies
to every organization. While some of the changes in version 3.2 and
3.2.1 apply to all entities that fall under the scope of PCI DSS, several
updates are aimed specifically at service providers.

The standard is a moving target since it is frequently updated to
address new security threats or clarify issues that have been problems
in past versions.
Being up-to-date with current compliance standards ensures that you
avoid hefty fines and protects you against a potentially costly data
breach. Here’s what you need to know to be compliant with PCI
DSS 3.2 and 3.2.1 file transfer requirements.

Why does PCI DSS Receive Updates?

Appendix A3—the DESV—applies only to entities designated by
payment brands or acquirers as needing additional assessment.

What is Different in PCI DSS Version 3.2 and 3.2.1?
While many requirements were slightly reworded for the sake of
clarity or to take changing industry terminology into account, there
are five main updates from PCI DSS 3.2.1 that require compliance. The
three that apply to everyone are multifactor authentication, SSL and
TLS migration, and PAN storage. If you are a service provider or fall
under the Designated Entities Supplemental Validation (DESV), you
will have additional considerations.

Cybersecurity is an ever changing field that expands to cover new
technology and new threats all the time. The PCI Security Standards
Council updates PCI DSS requirements in order to address new
concerns and provide greater clarity regarding existing requirements.
The next anticipated update, PCI DSS 4.0 is expected to be published
in late 2020.
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Multifactor Authentication

PCI DSS Compliance for Service Providers

Protecting administrative access to the cardholder data environment
(CDE) is imperative. Regardless of the method used to gain access
to a network, the goal of an intruder is typically to find a device
to which they can gain administrative rights. Once they have
that, they can move throughout the network, gaining access on
additional machines until they reach the cardholder data. Multifactor
authentication provides an added layer of protection at
critical points.

Service providers play a critical role in keeping card-holder data
protected for their customers, and weaknesses in their security
practices have been a common factor in breaches. According to a
Ponemon Institute study, nearly half of risk professionals say their
organization experienced a data breach caused by one of their
vendors. 73 percent see the number of cybersecurity incidents
involving vendors increasing, and 65 percent find it difficult to
manage security incidents involving vendors.

Requirement 8.3 in the previous version of PCI DSS stated that
organizations need to incorporate two-factor authentication for
remote network access originating from outside the network. In
version 3.2, the term “two-factor authentication” is changed to
“multi-factor authentication” to reflect the possibility of having
more than two forms of authentication, and the requirement is
expanded to include all individual non-console administrative access
as well as all remote access to the CDE. With this change, anyone
who allows any kind of non-console access will need multi-factor
authentication, regardless of whether that access is happening
remotely, from within the organization’s own network, or from the
CDE itself.

PCI DSS 3.2 and 3.2.1 requirement
updates regarding Multi-factor
Authentication, SSL & TLS
Migration and PAN Storage
APPLY TO EVERYONE.

SSL and TLS Migration
The Secure Sockets Layer (SSL) first appeared in the 1990s and grew
to be a widely accepted security standard. However, SSL is now
considered to have several vulnerabilities. In 1999, version 3.1 of
SSL was released as Transport Layer Security (TLS) 1.0. While TLS
improved on the security of SSL, TLS version 1.0—and in some cases
1.1—is no longer considered strong. Version 3.2 of PCI DSS requires
organizations to work toward upgrading to a strong cryptographic
protocol, meaning at least TLS 1.1, although TLS 1.2 is strongly
recommended.

www.goanywhere.com

3

What's New in PCI Data Security Standard 3.2 and 3.2.1

PCI DSS 3.2 introduced several new security requirements for service
providers, mostly to hold the providers more accountable for the
security of their customers. Service providers must detect and notify
customers of failing critical security control systems. Third-party
penetration testing is required every six months, rather than annually
as was required by the previous version of PCI DSS. Quarterly reviews
are required of employees and their respective access to the CDE.
Finally, service providers will have to provide documentation of their
encryption architecture.

Designated Entities Supplemental
Validation (DESV)
The DESV, or Appendix A3 of PCI DSS version 3.2, applies only to
entities designated by a payment brand or acquirer as requiring
additional validation. For example, this could be because they are
storing and transmitting an especially large volume of cardholder
data, or because they have had issues with breaches in the past.
However, it is recommended that all organizations follow the
outlined procedures.
The DESV aims to make PCI DSS compliance an ongoing practice,
rather than a hurdle which is cleared and then forgotten. Verizon’s
most recent study of PCI compliance found that only 29 percent
of companies are still compliant a year after validation. DESV
organizations must implement a PCI DSS compliance program
and validate that PCI DSS best practices are incorporated into
business-as-usual activities, among other requirements.
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How Does PCI DSS 3.2 and 3.2.1 Affect Managed
File Transfer?
Almost every organization deals with file transfers, and if you are
required to comply with PCI DSS, you’ll want to make sure you are
using a managed file transfer solution that enables you to achieve
compliance with the new version of the regulation.

What does that mean?
First of all, your managed file transfer (MFT) software must support
TLS 1.1 and 1.2 to ensure compliance and up-to-date encryption
standards. Secondly, the solution should support role-based access
with multi-factor authentication. PCI DSS requires multi-factor
authentication at either the network level or
system level.
The DESV may or may not apply to you, but either way you should
be considering how you will maintain PCI DSS compliance yearround without adding too much time and effort to the IT workload.
Robust MFT solutions streamline the work by providing the security
features and detailed reports that auditors want to see. Some MFT
software can even help you easily check if your file transfers are PCI
DSS compliant.
If you haven’t implemented a managed file transfer solution yet, MFT
will help you comply with current and future versions of PCI DSS and
will continue to introduce security features to keep pace with current
threats.
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Bonus: For GoAnywhere® MFT Users
Good news for GoAnywhere Managed File Transfer users!
GoAnywhere MFT provides tools to help you keep your data
transfers compliant with PCI DSS. GoAnywhere supports TLS 1.1
and 1.2 and can integrate with LDAP and external RSA multi-factor
authentication.
Furthermore, GoAnywhere MFT’s Advanced Reporting Module can
generate a PCI Security Audit Report to easily let you know if the
security settings on your GoAnywhere installation are aligned with
PCI DSS requirements. In addition to the status check, the report
provides recommended actions and lets you know which section of
PCI DSS the security control applies to.
The PCI DSS standard will continue to evolve, but by implementing
robust solutions like GoAnywhere, forward-thinking IT shops can
meet current requirements while laying a strong foundation for
future security needs.

PCI Compliant file transfers
can be a challenge.
GoAnywhere can help.
Let us show you how it works with a custom demo.

Request a Demo

Visit goanywhere.com/demo
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HelpSystems is proud to be a Participating Organization in the
Payment Card Industry Security Standards Council (PCI SSC)
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About HelpSystems

Organizations around the world rely on HelpSystems to make IT
lives easier and keep business running smoothly. Our software
and services monitor and automate processes, encrypt and secure
data, and provide easy access to the information people need.
www.helpsystems.com
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