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4 Common File Transfer Challenges
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#1
Old technology is being
used, such as FTP, PC
tools, or scripts.

#3
No error alerts or audit
logs to meet
compliance rules.

#2
Processes are time-
consuming and
inefficient.

#4
Employees are still
sending files
unchecked.

©

GO ANYWHERE®

Managed File Transfer

help‘J?systems



l Industry Trends You Should Know
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Unsecure file transfers are one of the most concerning
cybersecurity exploitations in 2018.

#1 B #2 o #3 B

Ransomware Phishing Weak/Stolen credentials

Rk © 3 IT {G—

System misconfigurations Unsecure file transfers

SOURCE: HelpSystems 2018 Top Cybersecurity Risks and Mitigation Strategies Survey
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l Industry Trends You Should Know O

Over 65% of IT and security teams have difficulty balancing
cybersecurity controls with business efficiency, and 46%
struggle with insufficient cybersecurity skills and staffing.

65%., 46% i, 44%p, 41%.

skills and $
, A L 4
staffing o e, 0
Not enough budget to fund Constantly
A cybersecurity projects changing

- i threats
Balancing
cybersecurity controls \ ‘
with business efficiency
Constantly evolving Securing cloud Lack of buy-in from  Staying on top of complex
technology environments management government regulations

SOURCE: HelpSystems 2018 Top Cybersecurity Risks and Mitigation Strategies Survey
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l Industry Trends You Should Know £ COANYWHERE:

Encryption of data in transit is one of the top cybersecurity
strategies organizations are looking to implement in the next 12
months.

Multi-factor Cybersecurity Strong
authentication education and network
training for users security

Encryption of Identity and access Encryption of Security policy Penetration Security event
data in transit management data at rest enforcement testing monitoring

ﬁ

SOURCE: HelpSystems 2018 Top Cybersecurity Risks and Mitigation Strategies Survey
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64% of participants surveyed said data encryption is one of the
most effective security technologies to protect data in the cloud.

= SIEM @
64% 3954% 92% S1%

Data encryption Network encryption Security Information and Trained cloud
(VPN, packet encryption Event Management security professionals
transport encryption) (SIEM)
O, 0, O, O, () 0,
506’ 496’ 496’ 4M>’ 47A’ 466’
Intrusion detection Vulnerability Access control Log management Privileged Access Data leakage
and prevention assessment (e.g., CASB/Cloud Access and analytics Management (PAM) prevention

Security Brokers)

SOURCE: Cybersecurity Insiders 2018 Cloud Security Report
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. Industry Trends You Should Know ©

72% of organizations have to comply with one or more regulations,
including PCI, SOX, the GDPR, HIPAA, and NIST.

PCl—38% -
4% large
SOX—23(y0 or'q;;jiwiz;atiorws
GDPR—21% 28% B
0
HIPAA—21% N/A 76% small
NIST—18% or“cf‘yla‘n‘i.z‘aﬂti‘om
N/A—28%

SOURCE: HelpSystems 2018 Top Cybersecurity Risks and Mitigation Strategies Survey
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. What is Managed File Transfer (MFT)? GOANYWHERE®

Managed File Transfer

Traditional file transfer = sharing files with others

l l l

Managed file transfer (MFT) = automating and securing file transfers using a
centralized, enterprise-level approach.

Automation

S - T

Encryption

Security

Auditing

Compliance [
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. Top 3 Things to Look for In MFT Software GOANYWHERE®
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Ease of use

Security and compliance

Error handling and peace of mind
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Intro to GoAnywhere MFT

« Workflow Automation
« Encryption

« Compression

- « Data Translation

zl

Access Anywhere

» Scheduler
- Folder Monitors

Web Browser,
Command Line, API...

GO ANYWHERE®

Managed File Transfer
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+ Inbound and Outbound
« Ad Hoc and Batch

» File Sync and Sharing

« Custom Secure Forms

« Secure Email

- Partner Management

Audit Logs & Reports

Al
R —

Managed File Transfer

Platforms File Services

9 =

SFTP, SCP, FTPS, FTP,
AS2, HTTP/S, SMB,
Email, WebDAV

&>

Amazon, Azure,
Web Services

Windows, Linux,
IBM i, AIX, Solaris,
UNIX, Mac

12 HelpSystems. All rights reserved.

Databases Applications MFT Agents

N = ©3

SQL Server, MySQL,

Scripts, Programs,
DB2, Oracle, PostgreSQL, Commands, MQ,
Sybase, Informix...

Remote Workflows
and File Transfers
SNMP, ICAP
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. GoAnywhere MFT

Multi-platform
Batch and ad hoc
Auditing
Interface
Inbound services
Encryption

Key management

Admin controls
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l GoAnywhere Gateway
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o/ FrontI-end Gateway

Internet Firewall Proxy and Load Balancer
No Files in the DMZ
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Internal (Private) Network
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Production System 1

)

Shared Shared
Folders Database
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l Learn More About MFT GOANYWHERE®
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» WEe’ll send an email after the webinar with
your free copy of the Secure Managed File
Transfer: 2018 Ultimate Buyer’s Guide.

» Download a free 30-day trial of GoAnywhere
MFT at www.goanywhere.com/trial
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Questions?
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dan.freeman@helpsystems.com
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goanywhere.sales@helpsystems.com
Toll Free: 1.800.949.4696
Direct: 402.944.4242
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