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PCI	DSS	Overview

Payment	Card	Industry’s	Data	Security	Standard
A	regulation	created	to	increase	controls	over	cardholder	data
and	reduce	fraud
Applies	to	any	organization	that	processes	credit/debit	cards

Consists	of	12	main	requirements	and	200+	sub-requirements
Key	concerns:

Encrypting	data	in	transit	and	at	rest
Controlling	access	to	cardholder	data
Maintaining	secure	systems	and	networks

Can	be	challenging	to	interpret	how	each	requirement	applies	
to	your	unique	IT	environment



GoAnywhere’s PCI	DSS	Audit	Report

Analyzes	70+	security	settings
Provides	a	detailed	list	of:

GoAnywhere security	defaults
Enabled	services
Configured	security	settings

Provides	mitigation	steps	to	
fix	security	settings	that	don’t	
meet	PCI	DSS	requirements



Running	the	Audit	Report

The	Security	Settings	Audit	Report	analyzes	your	
GoAnywhere	MFT	security	settings
It	determines	if	the	settings	comply	with	PCI	DSS
The	report	indicates if	the	settings	meet	the	security	
requirements	with	the	following	statuses:

Pass – The	setting	meets	the	requirement
Fail – The	setting	doesn’t	meet	the	requirement
Warning – Further	research	is	required
Not	Applicable	– A	check	on	this	setting	is	not	required
Fatal – A	configuration	problem	prevents	GoAnywhere from	
accessing	the	appropriate	data



Extra	Features

• Schedule	a	Security	
Setting	Audit	Report	to	
run	on	an	automated	basis	
using	GoAnywhere’s Job	
Scheduler
• Generate	a	finished	report	
as	a	PDF	and	distribute	
the	file	using	email	or	file	
transfer	tasks
• Merge	multiple	reports	
into	a	single	file
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