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Secure Mail

A secure alternative to emailing files, the Secure Mail module in GoAnywhere allows
employees and other authorized users to easily send files (packages) to other
individuals. Because it is much more secure than traditional email, and doesn’t limit
the file sizes or types, the Ad-Hoc Secure Mail module eliminates the need for PC
file transfer tools. The Secure Mail module is one more step to ensure compliance
throughout your organization.

Compose Seml # Save XM Concel

From Jsmith @example.com
To* kharris@example.com %
(Separate multiole email addresses with cornmas)
Subject * Here are your images
Meccage Please give me a call at 1-800-949-3696 if you have any

questions. Thanks, John.

Options

Hequire Registered Users
Expire Package
[#] Read Receipt
Send me an emall the first time each reciplent reads this package

Artachments

Drop files here, or browse to attach files

M AsymmetricKeyDiagram_Large.png 14.66 KB

3 SigningDiagram.pna 20.02 KB

Options x
v

¥ Password Protect Package
f'\ Generate a password automatically
Specify the password...
z‘ Include password in email
Limit Downloads
Z‘ Allow Reply

The recipients of this message will be allowed to reply

Send Cancel

Launch a Secure Mail File Transfer: Packages can be sent from either the Outlook plug-in or
through a browser interface with several customizable options.

PRODUCT SUMMARY

KEY FEATURES
« Plug-in for Microsoft Outlook

+ Ad-hoc file transfers with automatic email

notifications
- No file size limitations or file type restrictions

+ A unique URL link is randomly generated for
each recipient using a universally unique
identifier (UUID).

- Files are transferred over a secure HTTPS

connection

« Passwords can be added for additional
security without recipients needing to

worry about keys or certificates.

- Package expiration dates and maximum

download limits can be set by the sender.

- Senders can choose to receive notifications

when packages are read.

- Employee authentication against existing
Active Directory (AD), LDAP or IBM i systems

within your network

+ Organizations can use customizable
templates to tailor emails with their

company logo, colors, fonts, etc.

« Audit trails are kept of all package activity
(e.g. when sent, when opened, when

downloaded, etc.)
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These screenshots illustrate what users and recipients will see Request Flles | & send || @ sme | ¥ conce

when using the Secure Mail module.

Send Request To = jsmith@example.com ¥

{Separate multiple email addresses with commas)

Email Notification >slio: Fla Requast
Message Can you uplaad the custamer data shests?

Secure Delivery

The following file{s) have been sent to you from fsmith@example.com. Te download, please click on the following link.

Click here 1o download the file(s) listed below Options
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T T A T iy rour et Users can work with their Secure Mail messages including their

: : _ Inbox, Drafts and Sent items from an intuitive browser-based

D e B dashboard. Users will be able to see which files have been sent,

Each recipient of a Secure Mail package will receive a notification whether the recipient has viewed or downloaded the file, and

via email. The notification will show the message subject, a other logging details. In addition, users can maintain an address

summary of the file names and a link for downloading the book to keep track of frequently used contacts or email groups.
files in the package. If certified delivery is requested, then

the recipient will be required to create an account before the Request Files

package can be opened. goanywhere i e

Dashboard  Golirve  Soours Mall  Soows Foldors  Socwrs forms My Aocoant = Activity Repert

Inbox

Secure Download and Reply

L Subject 3 Rucaband On O Expires O & Siaw &

@ JsmERGexample.com  HEIT Are your Wnages 8/ 507 17 £30I0F PN R

View Message ¥ Delete # Reply | = Forward ¥ Download = ‘S Done

From jsmithimexample com 3 g Tie 1
Sent On 8/30/17 2:56:07 PM : e i Rores (R
B0 st
Subject lHere are your images
Message  Please give me a call at 1-800-949-4G96 if you have any guestions.
Thanks: Jonn; Users are able to compose messages that will request files
Attachments (dlick on the file name (v dowrnioad) . .. .. .
> e b e L from the email recipients. When the recipient receives a file
File Size
AsymmetricKeyDiagram_Large.png  11.66 KB request, the request will contain a unique URL the recipient can
SigningDiagram.png 20.02 KB

conveniently use to securely upload files and send them directly

When a recipient clicks on the link in the notification email, to the user's inbox.

it will open the download page over secure HTTPS protocol
where they can choose to view or download the files.
Recipients can respond and attach their own documents usin

P P g SCHEDULE A DEMO
the same secure protocol.

www.goanywhere.com/demo

About Fortra

Fortra is a cybersecurity company like no other. We're creating a simpler, stronger future for our
customers. Our trusted experts and portfolio of integrated, scalable solutions bring balance and
control to organizations around the world. We're the positive changemakers and your relentless ally

Fortra. . .
ortra.com to provide peace of mind through every step of your cybersecurity journey. Learn more at fortra.com.
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