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·This view provides a list of all Login Failure events.

·Requirement Description: Invalid logical access attempts.
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RS_Orchestrator
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Event 

Type

Event Time Audited System Action Complete Message Operator 

Name

Operator 

Category

Source 

Machine 

Name

Destination 

Machine Name

Applicatio

n

Closed 

Threat

2020-06-09 

06:51:06.000

00.00.000.00 Logon 

Failure

type=USER_AUTH msg=audit(06/09/20 00:00:00.000:0000000) : 
pid=3136 uid=root auid=unset ses=unset 

subj=system_u:system_r:sshd_t:s0-s0:c0.c1023 

msg='op=PAM:authentication grantors=? acct=root 

exe=/usr/sbin/sshd hostname=00.00.00.000 addr=00.00.00.000 
terminal=ssh res=failed'

root Security 

Administrators

00.00.00.000 machine-name.he /usr/sbin/ss

hd
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