
FACT SHEET (Boldon James)

Page 1Fortra.com

Protecting the Personal Information  
of California Consumers

On June 28, 2018, the California Consumer Privacy Act of 2018 (CCPA) was 

signed into law. The CCPA provides consumers who are residents of California 

a number of rights and became effective January 1, 2020.

 

The CCPA has often been compared to the General Data Protection Regulation 

(GDPR) enacted by the European Union on May 25th, 2018. In the same sense 

that there are some complimentary aspects between GDPR and Gramm-

Leach-Bliley Act (GLBA), harmony may also be found between GDPR and 

CCPA in scenarios that are more complex. Generally, there are very different 

opinions on who owns and should control a given users’ data – it ranges from 

the service provider as outlined in the terms of service to the user who should 

have ultimate control.

The CCPA will provide consumers with these rights:

• Know what personal information is being collected about them

• Know if their personal information is sold, to whom and for what purpose

• The ability to opt OUT of the sale of their personal information to third parties

• The need to opt IN for those under 16, aligning with Children’s Online Privacy 

Protection Act (COPPA)

• Easier path to legal action following a breach

• Equal service and price regardless if they exercise their privacy rights or not

Penalties
Civil penalties imposed under the CCPA will be limited  to $2,500 for each 

violation or up to $7,500 per each intentional violation. Additionally, violating 

entities can be subject to an injunction.

Exemptions
Exemptions for organizations regulated under the GLBA and some state 

regulations, such as the California Financial Information Privacy Act 

(CFIPA), are available but organizations must take care to ensure that the 

California Consumer Privacy Act (CCPA)

What Is CCPA?
Legislation intended to protect the 
personal information of California 
residents (consumers) on how when 
their information collected, shared and 
consumed.

Is CCPA California’s GDPR?
There are many similarities between the 
two regulatory schemes with the intent  
of providing the user/consumer control 
over their data chief amongst them. 

Who Is Affected?
The CCPA applies to any for-profit legal 
entity, anywhere in the world, that is 
‘doing business’ (collecting personal 
information as they sell goods or 
services) to California residents, who 
meets any one of these three criteria:

• Annual revenue of $25 million or more;

• Buy, sell, receive, or otherwise trade  
“the personal information of 50,000  
or more, households, or devices”;

• Derive 50% of their revenue from 
selling California residents’ personal 
information.

CCPA At A Glance
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data collected and processed falls under one of these 

regulations. If they do not, the data is subject to the CCPA 

and all that it requires.

The scope of the exemption partially hinges on the difference 

in how CCPA and GLBA or CFIPA define ‘Consumer’ and 

‘Personal Information’. By way of example, “Personal 

Information” under the CCPA is defined broadly as  

“information that identifies, relates to, describes, is 

capable of being associated with, or could reasonably be 

linked, directly or indirectly, with a particular consumer or 

household”, while GLBA is narrower in scope and necessarily 

concerned with financial information. Much remains to be 

determined in the coming year.

The Path Forward
There will certainly be additional regulatory regimes in  

the future with similar scope, territoriality and intent that 

attempt to address both security and privacy. When 

considering the processes and technologies that you employ 

while addressing CCPA, additional consideration should 

be paid to harmonizing all of your collective regulatory 

requirements such that common, proven and robust controls 

can be supported.

The GDPR is without doubt ground breaking in its approach 

and it would appear that the authors of CCPA constructed 

their privacy legislation, as written, to accomplish the same 

goals in a more narrow scope. The challenge is if the CCPA 

and others like it can find the balance between being flexible 

enough to adjust to rapidly changing privacy landscape 

while remaining viable versus becoming overly-prescriptive 

and ultimately brittle over time.

Don’t Delay Your Preparations
While the implementation is slated for next year the current 

expectation is that recordkeeping, data mapping and 

subsequent actions be available to consumers related  

to data collected during the calendar year 2019. NOW!

How Can Boldon James Help?
Boldon James Classifier, the market leading data 

classification product, supports compliance with  

CCPA by:

• Applying visual markings and metadata to 

documents containing personal information 

supporting special handling requirements and 

application of downstream controls to include:

• Data Loss Prevention (DLP)

• Encryption

• Retention and deletion

• Insider Threat – User and Entity Behavior  

Analytics (UEBA)

• Cloud Access Security Broker (CASB)

• Increasing users awareness about data 

sensitivitywith visual labels

• Alerting or preventing users when they attempt 

to send messages that include personal 

information outside of the organization

Key Dates – Past and Future:

• August 31st, 2018 - The California legislature adopted 

technical amendments, which further refined a number  

of terms and concepts in the CCPA

• January 2019 – The California legislature will entertain 

additional language and consider areas of the law that 

require additional clarification

• July 1st, 2020 – Deadline for the California AG to draft  

and adopt the law’s implementing regulations

• July 1st, 2020 or 6 months after implementation 
(whichever comes first) - Enforcement actions delayed 

under the CCPA


